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Intentional Electromagnetic Interference or IEMI is the result of maliciously created electromagnetic 
disturbances in sensitive electronic systems. Modern infrastructure such as power supply, wireless 
communication networks, banking system, and transportation networks are dependent on civilian-off-the-shelf 
(COTS) equipment for its uninterrupted and reliable operations. Even though COTS equipment are tested for 
electromagnetic compatibility as per pre-defined un-intentional electromagnetic environment and test methods, 
intentionally created electromagnetic disturbances creates a lot of uncertainty in the proper functioning of 
critical COTS elements of the infrastructure.  Infrastructure is interconnected widely distributed systems and 
there are several ports where substantial electromagnetic energy can be coupled intentionally by saboteurs and 
once coupled these disturbances travel through the interconnected system and cause breakdown at one or more 
weak links. It is probable that some of these breakdowns may lead to widespread disruption of critical 
infrastructure, such as power supply blackouts, financial service shutdown or disruption in railway network due 
to signal failures. Due to its inherent nature, EM attacks to civilian infrastructure may happen anonymously and 
repeatedly without detection.  Protection of civilian critical infrastructure against the effects of IEMI has 
received a lot of attention recently from the EMC community. This article reviews the work done around the 
world with special emphasis on the work done in Sweden [e.g; 1-5].  
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